MpunoxeHne Ne 2

MHOOPMALIMOHHAA NAMATKA
Ansd ObYYAIOLUMXCA ANA PASMELLEHNA
HA ODPULIMATIbHBIX UHTEPHET-PECYPCAX

C KaxgblM rogoM MOMOAEXW B MHTEPHETE CTAHOBUTLCHA OOnblle, a LUKOMbHMKM OAHU U3 CaMmbiX
aKTUBHbIX none3osarenen PyHeta. Mexay TeM, NOMAMO OFPOMHOIO KOSIMYeCTBa BO3MOXHOCTEN, UHTEPHET
HeceT 1 npobnembl. 3Ta NaMsTKa AOIPKHA NOMOYb Tebe 6e30nacHO HaXoAUTLCSA B CETMU.

KomnbloTepHble BUPYCbI

KoMnblOTEpHbIA  BUPYC - 3TO  PasHOBWAHOCTb  KOMMbIOTEPHBIX MPOrpamMMm,  OTNUYUTENbHON
0COBEHHOCTBIO KOTOPOIi ABRSIETCA CNOCOBHOCTb K PAasMHOMEHWI0. B JOMONHeHUe K 3TOMY, BUPYCbI MOTYT
NOBPeAWUTb WUIN MOJIHOCTBLIO YHUUTOXUTL BCE (haiinbl U AaHHbIE, MOAKOHTPOMbHbIE MOMNbL30BATENO, OT UMEHM
koToporo ©Obina 3anylleHa 3apakeHHasi nporpaMma, a Takke MOBPeAuTb UMM AaXe YHUUTOXUTb
OnepaLMOHHYIO0 CUCTEMY CO BCceMM haiinamu B LenoM. B 6onbLUMHCTBE CNyYaeB pacnpoCTPaHSIOTCs BUPYChbI
yepes MHTEPHET.

MeToabl 3aLMTbl OT BPEAOHOCHBIX NPOrPaMM:

1. Ncnonb3yii COBPEMEHHbIE OnepauuOHHbIE CUCTEMBI, UMEIOLLUME CEPLE3HbIA YPOBEHb 3alUMThbl OT
BPEOOHOCHbIX MPOrpamMm;

2. MocToAHHO ycTaHaBnuean naytn (UudpoBsble 3annaTky, KOTOpble aBTOMaTUYECKM YCTaHaBNUBAOTCA
C Uenbl aopaboTkM nporpammbl) U Apyrme OBOHOBMEHUS CBOEW ONEepauMOHHON CUCTEMbI. CKaduuBam ux
TONbKO C ouuUMansHOro canta paspatorumka OC. Ecnu CyLLECTBYET PEXUM aBTOMATUYECKOro OGHOBMNEHMS,
BKITIOYU €70;

3. Pabotan Ha cBoeM KOMMbIOTEPE MOA MpaBamu MOMNbL30BaTens, a4 He agMMHUCTpaTopa. 3TO He
No3BONUT DONbLUMHCTBY BPEAOHOCHLIX MPOrPaMM MHCTaNIMPOBaTLCA HA TBOEM NEPCOHANBHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUMBUPYCHble MNpOrpaMmHble  NPOAYKTbI  M3BECTHbIX MNPOWU3BOAUTENEW, C
aBToMaTudeckum obHosneHnem 6as;

5. OrpaHn4yb PU3nN4eckmin 4OCTYN K KOMMbIOTEPY ANA NOCTOPOHHUX NUL;

6. Mcnonb3yn BHeLWHWe HocuTENn uHdopMauun, Takue kak doriewka, AUCK unu dpann U3 UHTEpPHeTa,
TONbKO U3 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTkpbiBai KOMNLIOTEPHbLIE hainbl, NONYyYEHHbIE U3 HEHAAEXKHLIX UCTOUYHUKOB. [axke Te dhansnsl,
KOTOPbIE Npucnan TBOM 3HAKOMbIN. Jly4llie YyTOYHM Y HEro, OTNPaBNsn N1 oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BUA nepeaaym AaHHbIX, HE TEXHONOIUS, a BCero nuiib 6pena, mapka. Ewe B 1991 roay
HuaepnaHackas komnaHus 3apeructpuposana openg "WECA", yto 0603Havano cnosocoyeTaHue "Wireless
Fidelity", koTopbln nepeBoanTCS Kak "0ecnpoBoAHas TOYHOCTL".

[o Hawero BpemeHu gowna agpyras abbpesuartypa, KOTOpasa SABMAETCS TAKOW Xe TEXHONOormen. 310
abbpesuatypa "Wi-Fi". Takoe Ha3BaHMe OblNO AAHO C HAMEKOM HA CTaHAapPT BbICLUEN 3BYKOBOW TEXHUKKU Hi-
Fi, 4TO B nepeBoge o3Ha4aeT "BbICOKASA TOMHOCTL".

Ha, 6ecnnaTtHbIl UHTEPHET-AOCTYN B Kadhe, OTENAX U asponopTrax ABMNSAETCA OTNIUYHOW BO3MOXHOCTbIO
BbIX0O42 B WHTEPHET. HO MHOrme skcneptbl cuuTalot, 4to obuwepoctynHble Wi-Fi cetm He aBnstoTca
6e30nacHbIMU.

CoBeTbl N0 6e30nacHOCTM paboThbl B 06Lea0CTYNHbIX ceTax Wi-fi:

1. He nepepagaii CBOIO Nu4Hyl0 MHopMauuio vepes obuleaoctynHble Wi-Fi cetu. PaboTtas B Hux,
»KenaTensHO He BBOAWUTbL Maponn AOCTyNa, NOrMHbI U KaKMe-TO HOMEpa;

2. Vicnonb3yi 1 OOHOBMAN aHTUBUPYCHbIE NporpaMmMbl M OpanaMayep. TeM cambiM Tbl 06e30nacuLlb
cebs OT 3aKaykm BUPYCa Ha TBOE YCTPOWCTBO;



3. Mpwu ucnonb3oeanum Wi-Fi oTkntoum pyHkumio "OBLwmin goctyn k dpannam u npuHtepam”. [JaHHas
YHKUMA 3aKpbiTa MO YMOMYaHMIO, OJHAKO HEKOTOPbIE MONbL30BATENM AaKTUBMPYIOT €€ ana yaobctea
ucnonb3oBaHusa B pabote unm ydebe;

4. He ucnonb3yn nybnuunbii WI-FI ana nepegadnM NMUUHBIX AaHHbIX, HanpuMep AnS BbIXoga B
coumanbHble CETU UIK B SMEKTPOHHYIO NOYTY;

5. icnonb3yil TONbKO 3alUMLLEHHOE coeauHeHue 4vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoAU UMEHHO "https://";

6. B mobunbHomM TenecdoHe oTknioumn chyHkumio "MoaknoueHne k Wi-Fi asTomatudeckn”. He gonyckan
aBTOMAaTUYECKOro NOAKMYEHNUs ycTpoincTea k cetam Wi-Fi 6e3 Teoero cornacus.

CouunanbHble ceTn

CoumanbHble CETU aKTUBHO BXOASAT B HALLY >KM3Hb, MHOTME NIOAM PabOTaIoT M KUBYT TaM MOCTOSHHO, a
B Facebook yxe 3aperncrpupoBaH Munnuapa YenoBek, YTO SABMSETCA OAHOW CeabMOW BCEX UTENeWn
nnaxetbl. MHOrMe nNonbL30BaTENU HE MOHUMAIOT, YTO UH(pOPMAUNWS, Pa3MELLEHHAA UMW B COLMAanbHbIX CETSIX,
MOXET ObITb HaWAEHA U UCMONB30BaHA KEM YIOAHO, B TOM YKUCne He 06g3aTensHo ¢ brnarMMmmu HamepeHAMH.

OCHOBHbIE COBETbI MO0 BE30MAaCHOCTU B COLMUASIBHBIX CETAX:
1. OrpaHuyb CNMCOK Apy3en. Y Tebsa B Apy3baX HE AOIDKHO ObiTb CMy4aiHbIX M HE3HAKOMbIX MIOAEN;

2. 3awmuian cBOK 4YacTHYIO Xu13Hb. He ykasbiBai naponu, TenedoHbl, agpeca, Aaty TBOEro poxaeHus
U APYryK NUYHYIO MHopmauuio. 3n0yMbILLAEHHUKM MOTYT MCNOMb30BaTh AaXe MHAOPMaLMIO O TOM, Kak Thbl
1 TBOW POAUTENM NITAHUPYETE NPOBECTN KAHWKYIbI;

3. 3awmuwan CBOK penyTauuio - AepXXu ee B YMCTOTe U 3aaaBanm cebe Bonpoc: xoten Obl Tbl, YTOOLI
Apyrue nonb3oBaTenu BMAENU, 4TO Thl 3arpyxaewb? [logyman, npexge 4eMm 4TO-TO onybnukosathb,
HanucaTtb U 3arpy3uTb;

4. Ecnu Tbl TOBOPULLIL C MIOAbMMU, KOTOPbIX HE 3HAELUb, He UCMOMNb3Yi CBOE pearnbHOe UMSI U APYTyLo
NUYHYI0 MHpOpMALIMK: UMS1, MECTO XMTENbLCTBA, MECTO y4uebbl U Npoyee;

5. N3Beran pasmewieHuss potorpacpuii B HTepHeTe, rae Tbl 300paxkeH Ha MECTHOCTU, NO KOTOPOMN
MO>HO OMNpeAenuTb TBOE MECTOMONOXKEHUE;

6. MNpu perucTpauyum B COLMANbLHON CETM HEOOXOAMMO MCMONBL30BATb CIOXKHbLIE NAPONK, COCTOALLME U3
OyKB U UUMP U C KONMYECTBOM 3HAKOB HE MEHeE 8;

7. Ona counanbHOM CETU, NOYTbl U APYrMX CalTOB HEOOXOAMMO UCMNONb30BAaTh pasHble naponu. Toraa
ecnu T1ebd B3NOMatoT, TO 3MOYMbILUAEHHUKU MONy4aT AOCTYN TONMLKO K OAHOMY MECTY, a He BO BCe cpasy.

OneKTpOHHbIe OAeHbIN

ONEeKTPOHHbIE AEHLIW - 3TO OYeHb YA0GHLIA cnoco® nnaTekel, OAHaKO CYLLUECTBYIOT MOLLUEHHMKM,
KOTOPbIE XOTAT MONYYUTL 3TU IEHLIU.

OnNeKTPOHHbIE AE€HLIU MOSIBUIUCb COBCEM HEaBHO M UMEHHO U3-3a STOrO0 BO MHOIMX roCyaapcTBax Ao
CUX NMOP HE NPOMMCAHO NPO HMX B 3aKOHAX.

B Poccuu ke oHM hyHKLMOHMPYIOT M O HUX Y>KE NPOMUCAHO B 3aKOHE, FAe UX pasdenstoT Ha HECKONbKO
BMOB - QaHOHUMHbIE N HE aHOHWMHbIE. Pa3HuWLA B TOM, YTO aHOHUMHbIE - 3TO T, B KOTOPbIX pa3peLuaeTcs
npoBoauTb onepauuu ©6e3 uMAEHTUUKALMM MOMb30BaTeNs, a B HEAHOHUMHbIX WAESHTUDUKALUS
NoNib30BaTens SABNsSeTca 00s13aTeNbHON.

Takke cnegyeT pasnuyatb 3MEKTPOHHble MaTHble AeHbrMU (PaBHbl rOCYAAPCTBEHHbLIM BaniTam) U
ANEKTPOHHLbIE HepuaTHbIE AeHbIM (HE paBHbI FOCYAAPCTBEHHLIM BanoTam).

OcHOBHbIe COBETbI N0 HBe3onacHoii paboTe C aNeKTPOHHbLIMMW AeHbraMu:

1. MpuBsHkn K cHETY MOBUNbHBLIA TenedoH. OTO camblii YyAOOHbIA U ObICTPbIA CNOCOH BOCCTAHOBUTb
[oCTyn K cyeTy. MpuBA3aHHbI TeNedOH NOMOXET, ecnu 3abyaellb CBOM NNAaTEXHbIA Naponb UNu 3ainaellb
Ha CalT C HE3HAKOMOro yCTPOWUCTBA;



2. Ncnonb3yi oaHopasoBble maponu. locne nepexoda Ha YCUIEHHYIO aBTopu3auuio Tebe yxe He
OyAeT yrpoXatb OMacHOCTb KPaXkn UM nepexsara nnaTexHoro napons;

3. Bbibepu cnoxHbivi naponb. MpecTtynHukam OyaeT He NPOCTO yraaaTtb CNOXHbIA Naponb. HagexxHble
naponu - 310 Naponu, KOTOpblE COAep>KaT He MeHee 8 3HAKOB M BKIIHOYAKOT B Ce0A CTPOYHLIE U NPOMUCHbLIE
OyKBbl, LUMAPLI M HECKONBKO CMMBOSOB, TAKWE KaK 3HAK Aonnapa, (yHTa, BOCKMMLUATENLHLIA 3HAK W T.M0.
Hanpumep, $tROng!;;

4. He BBOAN CBOM NNYHLIE AAHHbLIE HA CalnTax, KOTOPbIM HE A0BEPSELLb.
OneKTpoHHaA noyTa

ONeKTPOHHAas noyTa - 9TO TEXHONOMMA U NPESOCTaBNsSeMble €10 YCIyrM MO NEPEeChINKE U NONYYEHUIO
SMNEKTPOHHBLIX COOOLLEHUIA, KOTOpbIE pacnpeaenstoTca B KOMMNbIOTEPHOW CeTU. OObIMHO SMEKTPOHHbIN
MOYTOBBLIN AWMK BbIMAAUT CreaylowmM  00pasoM: UMSA_MOoNb3oBaTtena@umsa_aomMeHa. Takke Kpome
nepegayy NPoCTOro TeKCTa, UMEETCH BO3MOXKHOCTL nepeaasartb hannei.

OCHOBHbIE COBETHI N0 Be30nacHOn paboTe C ANEKTPOHHOW MOYTOM:

1. Hapo BbIGpaTh npaBuMbHbLIA MOYMTOBLIA CepBUC. B MHTEpPHETE €CTb OrpoOMHbIA BbIOOP BecnnaTHbIX
MOYTOBLIX CEPBUCOB, OAHAKO Ny4LLIE JOBEPATL TEM, KOO 3HAELUbL U KTO NMEPBLIN B PEWTUHTE;

2. He ykasbiBahi B nNMYHOM MOYTE INUYHYKD WHdopMauuo. Hanpumep, nydwe BbIOpaTh
"My3blkanbHbIi_daHat@" unu "pok2013" Bmecto "remal3";

3. Wcnonb3yin AOByxaTanHyl0 asTopu3aumio. ITO KOoraa MOMMMO NApPONs HYXHO BBOAWUTL KOA,
npucblnaembln no SMS;

4. BbiGepu cnoxHbin naponb. Onsi kaXaoro no4vToBOro fMka AOmKeH OblTb CBOW HAAEXHbIA,
YCTONYUBBLIN K B3SIOMY Naposb;

5. Ecnu eCcTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIN BOMNPOC, UCMOMb3YH 3TY BO3MOXHOCTb;
6. Mcnonb3yil HECKONMbKO MNOYTOBLIX ALWMKOB. [lepBblii ANA 4acTHOW MNEpPenucku ¢ agpecaTtamu,
KOTOPbIM Tbl AOBepsiellb. OTO SMEKTPOHHLIA agpec He HAZO UCMONb30BaTh MPU perncrpauyun Ha opymax u

cantax;

7. He oTkpbiBan hainbl U apyrue BROXEHUA B NUCbMax, Aa)ke €CrvM OHW NPULLNM OT TBOMX ApPYy3eN.
JlydLue yTOuHM y HUX, OTNPABNANU N OHK Tebe 3T alinsl,

8. Mocne okoH4YaHWa paboTbl HA NOYTOBOM CEPBUCE NEpea 3aKpbiTUEM BKNAAKW C CAWTOM He 3abyab
Ha)kaTb HA "BbinTH".

KuGe pOynnuHr unm BupTyanbHoe u3geBaTtenbCTBO

KnbepbynnuHr - npecnegoBaHue COOBLWIEHMAMM, COAEPKALUMMWU  OCKOPONEHWUs, arpeccuio,
3anyrmBaHme; XynuraHcTBo; coumanbHoe GOMKOTMPOBaHWE C MOMOLLLI Pa3NUYHbIX UHTEPHET-CEPBUCOB.

OCHOBHbIE COBETLI N0 BOpb6E C KNBEPOYNNMHIOM:

1. He 6pocarnca B 60i. Jlyywmn cnocod: nocoBeToBaThCA Kak cebst BECTU U, €Cnu HET TOro, K KoMy
MOXHO 00paTuTbCH, TO BHadane ycnokoutbcA. Ecnm Tbl HauyHelwb OTBeYaTb OCKOpPONeHusiMM Ha
ockopbneHus:, TO TONMbKO eLle BonblLUe PasoioKeLlb KOH(MUKT;

2. Ynpaenai ceoen kubeppenyTtauuen;

3. AHOHMMHOCTbL B CETU MHMUMaA. Cyu.l,eCTByIOT crnocobbl BbIACHUTb, KTO CTOUT 3a AHOHWMHbIM
AKKAYHTOM;,

4. He cTOMT BECTM XyNUraHCKuii 06pa3s BUPTyanbHOW »u3HU. HTepHET oukcupyeT BCE TBOW AEWCTBUSA
U coXpaHAeT ux. Yaanutb ux OyaeT KpanHe 3aTpyaHUTENbHO;

5. Cobniogan cBOIO BUPTYanbHYIO YECTb CMONMOAY;



6. WrHopupyh eauHudHbIn HeratuB. OpHOpasoBble  OCKOPOWUTENbHblE COOOLIEHUS  Mydlle
UrHopupoBaTb. OObIMHO arpeccus NPeKkpaLLaeTcs Ha HaYanbLHON CTaguu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMU COOBLLEHUAMK, B COLMATNBbHBIX CETAX €CTh
BO3MOXHOCTb BNOKMPOBKU OTNPAaBKM COOBLLEHUIA C ONpeaeneHHbIX aapecoB;

8. Ecnm Tbl cBuaetenb kubepbynnuHra. TBOM AEWCTBMSA. BLICTYNUTb MPOTUB NpPEecneaoBaTens,
nokasaTe €My, YTO €ro [JAEWCTBUS OLEHUBAIOTCA HEraTMBHO, MNOAAEMKATb JKEPTBY, KOTOPOW Hy>kHa
NCUXONOrMYecKkas NOMOLLb, COOOLUTL B3POCHbIM O (haKTe arpeCCUBHOIO NOBEAEHUA B CETU.

Mo6unbHbI TenegoH

CoBpeMeHHble CMapTdOHbI U NNAHLLETbl cogep)kat B cebe BMOMHe B3POCMbI PYHKLUUOHAN, U TENEPb
OHWM MOTYT KOHKYPUPOBATb CO CTALMOHAPHbIMKU KOMMbioTepaMmu. OAHAKO, CPeacTB 3awyTbl ANns nNo400HbIX
YCTPOWCTB NOKa O4eHb Mano. TECTMPOBAHME U MOUCK YSI3BUMOCTEN B HUX MPOMCXOAUT HE Tak MHTEHCUBHO,
kak ans MK, 10 >ke camoe KacaeTcsi 1 MOOUIMbHbBIX MPUMOXKEHWIA.

CoBpeMeHHble MOGUNbHbIE ©pay3epbl yxe NpPaKkTUYECKM [OTHaNW HAaCTOMbHbIE aHamnoru, OJ4HAaKo
paclumpeHne dyHKLMOHanNa BreyeT 3a coboii GOMbLUYIO CMOXHOCTb U MEHBLLIYIO 3aLLUULLIEHHOCTb.

Janeko He BCe MPOU3BOAMTENM BbIMYCKAIOT OOHOBMEHWS, 3aKPbIBAIOLIME KPUTMHYECKUE YA3BUMOCTU
Ans CBOUX YCTPOWCTB.

OcHoBHbLIE COBeThI ANns 6e3onacHoOCTU MOBUMNLHOroO TenedoHa:

Huuero He siBNsieTca no-HactosileMy becnnaTtHeiM. Byab ocTopoxeH, Beab korga tebe npeanaraior
BecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKUE-TO MNAaTHbIE YCMYIHU;

Oymaii, npexxae yem otnpasutb SMS, ¢poTo unu Buaeo. Tbl TOUHO 3HAELb, rae OHU ByayT B KOHEYHOM
ntore?

Heobxoammo 0BHOBNSATL ONEPAaLMOHHYKO CUCTEMY TBOEIO CMapT(OoHa;
Mcnonb3yin aHTUBMPYCHbIE NPOrpaMmMbl AN MOBUNbHBLIX TENE(OHOB;

He 3arpy>kail npunoxeHus OT HEU3BECTHOIO MCTOYHUMKA, BeAb OHU MOIYT coaepaTb BPeAOHOCHOe
nporpaMMHoe obecneveHue;

lNocne TOro Kkak Tbl BbIMAELWb C caiTa, rge BBOAWS NIMYHYIO WMHAOPMaUUo, 3aWau B HaCTPOWKU
Opay3epa u yaanu cookies;

Mepuogmyeckn NpoBepsi, Kakne NnaTHbIe YCryru akTUBMPOBAaHLI HA TBOEM HOMEPE;
Hasan cBow HoMep MOBUNBLHOIO TeNedoHa TOMbKO MIOASIM, KOTOPbIX Thl 3HAELLbL U KOMY AOBEpPSELLb;

Bluetooth gomkeH ObITb BbIKMIOYEH, KOrAa Thl UM HE NOnb3yelwbesl. He 3abbiBan nHoraa npoBepsATb
3T0.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 9TO KpacoUHble, 3axBaTbiBaloLLMe passreyeHus, obbeauHSOLWME COTHU
TbICAY YErNoBeK N0 BCEMY MUPY. MIrpoku uccneaytotr AaHHbIA UM MUP, OOLLAIOTCA APYr C APYFOM, BbINOMHAOT
3a/laHus, CpaXKkaltoTCsd C MOHCTpaMu U Mony4valoT OnbiT. 3a yAOBOMLCTBME OHU NNATAT: MOKYNalT AUCK,
onnaYnBaroT aboHEMEHT UNKU NPUOBPETAIOT KakMe-To Onuun.

Bce atu cpeactBa uayT Ha MogdepkaHue M pasBUTUE WIPbl, a TakkKe Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCS1 CUCTEMbl AaBTOPWU3aLMMW, BbIMYCKAOTCA HOBble natyun (UMcbpoBblE 3annaTkm Ans
nporpamm), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HbIx Urpax CTOMT onacatbCsl HEe CTOMNbKO CBOMX COMEPHUKOB, CKOJMbKO KpaXu TBOEMO Naporns,
Ha KOTOPOM OCHOBaHa CUcTema aBTopu3aunn GONbLUMHCTBA UTP.

OCHOBHbIE COBETbI N0 6€30MacHOCTU TBOETO MrpoBOro akKkayHTta:



1. Ecnu apyron urpok Beget cebsa nnoxo unu cosaaet Tebe HENPUATHOCTU, 3abNOKUPYHA ero B Crucke
UrPOKOB;

2. Moxkanyica agMMHUCTPaTOpaM Urpbl Ha MIOX0E MOBEAEHME 3TOr0 Urpoka, XenatenbHO MPUOXKUTb
KaKkue-TO [10Ka3aTenbCTBa B BUE CKPUHOB;

3. He ykasbiBai nnM4Hy0 MHhopMaLuio B Npodpaine urpbl,
4. YBakain gpyrux y4acTHUKOB MO UIPE;

5. He ycraHasnusai HeouumnansHble natim u Mogbl;

6. Mcnonb3yi cnokHble U pasHble Naponu;

7. Jaxe BO BPEMSA UTPbl HE CTOMT OTKMKYaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOW KOMMbIOTEP MOIYT
3apasutsb.

PUIIKHT UK KpaXxa JINYHbIX OaHHbIX

OObIYHOW KpaXken JEHEr U JOKYMEHTOB CErOAHS Y>Ke HUKOrO He yAUBMULIb, HO C PA3BUTUEM WHTEPHET-
TEXHOMOTUIA 3NOYMbILLUNEHHWUKN MEPEMECTUMNUCL B MHTEPHET, M NPOAOIMKAIOT 3aHMMAaTbLCA "NIOOUMbIM" AENOM.

Tak nosBunacb HOBAas yrpo3a: WHTEPHET-MOLLUEHHWYECTBA MMM (PULLUMHI, rNaBHAs Uenb KOTOPOro
COCTOUT B NOSTyYEHUU KOHpMAEHUMANbHLIX AaHHbIX NONb30BaTenein - NOrMHOB U Naponen. Ha aHrnminckom
a3bike phishing yntaetcs kak dpuwmnr (ot fishing - peibHaa nosns, password - naponsb).

OCHOBHbIE€ COBETbI N0 BOpbOE C PULLIMHIOM:

1. Cnean 3a CBOMM akkayHTOM. Ecnu Tbl nopgospeBaellb, YTO TBOS aHkeTa Oblna B3rioMaHa, TO
HeobxoaMMo 3abnoKMpoBaTh €€ U COOBLUUTL aAMUHUCTPaTOpaM pecypca 06 STOM Kak MOXHO CKOpee;

2. Nicnonb3yi B6e3onacHble BED-CaliTbl, B TOM YACNE, UHTEPHET-MAra3uHOB U MOUCKOBbIX CUCTEM;

3. Wcnonb3yn CnoxHble u pasHble naponu. Takum obpasoMm, ecnu Tebs B3nOMAalOT, TO
3MOYMbILLNIEHHMKK MOSyYaT 4OCTYN TOMBLKO K O4HOMY TBOEMY NPOMUINIO B CETH, a HE KO BCEM,;

4. Ecnu Tebs B3nomanu, To HE0BxoAMMO NpeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPble A06aBNeHb! y
TeOA B APY3bsiX, O TOM, YTO TeDA B3NOManM U, BO3MOXHO, OT TBOEro UMeHu GyaeT paccobinartbCsl crnam u
CCbINIKM HA PULLMHIOBLIE CalThl;

5. YcraHoBu HagexHbli napornb (PIN2) HA MOOUNbHLINA TeNEOH;
6. OTKMIoUM CoXpaHeHUe napons B Opaysepe;

7. He oTkpbiBan hainbl U gpyrne BROXEHUA B NUCbMAax, Aa)ke €CfvM OHW NPULLNM OT TBOMX ApPY3eN.
JlydLue yTOuHM y HUX, OTNPABNANU N OHU Tebe 3T alinsbl.

LUudpoBasa penyrtaumsa

LUundposaa penytaumsa - 93TO HeratuBHas WNM NO3UTUBHAA uHopmauma B cetu o Tebe.
KomnpomeTtupylowasa uHdopMauus, pasMeLleHHas B MHTEPHETE, MOXET CEPbE3HbIM 00pasoM OTpasuTbCs
Ha TBOEW peanbHOW Xu3HWU. "UudpoBas penytauus" - 3TO TBOWM UMMOXK, KOTOPbIA DOPMUPYETCA U3
uHopmMmaumm o Tebe B UHTEPHETE.

TBOE MECTO }UTEMNLCTBA, y4ebbl, TBOE (PUHAHCOBOE MOMOXKeHMe, 0COGEHHOCTU XapakTepa n pacckassi
0 BNM3KNX - BCE 9TO HaKamnnMBaeTCs B CETHU.

MHorMe noapoCTKM NETKOMbICIIEHHO OTHOCATCA K Mybnukaumm nu4Hon uHdpopmaumm B MHTEpPHETE, He
NOHMMAas BO3MOXHbIX MOCNeACTBUWA. Tbl gae He CMOXewb Joragatbcs O TOM, 4TO dpoTorpadums,
pa3melleHHas 5 neT Hasaj, crana NpPUYMHON OTKasa NpuHATL TedA Ha paboTy.

KommeHTapuu, pasmeLyeHune Teoux dpotorpacuii u apyrme A4encTemsa MOryT HE UCHE3HYTb Aaxke nocne
TOrO, Kak Tbl MX yAanuub. Tbl HE 3HAELWb, KTO COXpaHWUM 3Ty MH(OpMauuio, nonana fmM oOHa B MOUCKOBbLIE
CMCTEMBbI U COXPaHWUMAch MM OHA, a rMaBHOe: YTO NOAYMAIOT O Tebe OKpyXKaloLMe MAN, KOTOPLIE HARAYT U



YBUAAT 3T0. HalTn nHopMaUmMo MHOTO NeT CNyCTsl CMOXKET NM0BOoN - Kak U3 gobpbix NoBYKaeHUN, Tak u ¢
HaMepeHUeM NPUYUHUTDL Bped. 3TO MOXKET ObITb KTO YrOAHO.

OCHOBHbIEe COBETHI M0 3aLumTe LMGPOBON penyTauuu:
1. Moaymai, npexae Yem 4To-To NybnukoBaTtb 1 nepeaaearb y ceba B 6nore unu B COLUMAanbLHON CETH;

2. B HacTpoiikax npodunsg yCTaHOBU OrpaHUYeHnsa Ha NPOCMOTP TBOETro NPoduna u ero CoaepXMmoro,
caenan ero Tonbko "ana apysen”;

3. He pasmMeLuan u He ykasbiBai MHOPMALMIO, KOTOPAs MOXET KOro-nubo ockopbnartb unu obumxars.
ABTOpCKOE npaBo

CoBpeMEHHbIE LUKONMbHWUKK - aKTUBHbIE MOMb30BaTeENM LUMGPOBOro npocTpaHcTea. OQHAKO Aaneko He
BCE 3HAIOT, YTO MOJb30BaHWE MHOTMMW BO3MOXHOCTAMM LMcpoBOro mupa tpebyeTt cobnogeHusi npae Ha
MHTENNEeKTyarnbHyl0 COBCTBEHHOCTb.

TepMUH "MHTENnNekTyanbHas COOGCTBEHHOCTb" OTHOCUTCHA K PAas3fU4YHbIM TBOPEHUSIM YEIT0BEYECKOro
yMa, HauMHas C HOBbIX U300pETEHUI U 3HAKOB, 0003HaYaOWMX COOCTBEHHOCTL HA MPOAYKTbI U YCNyru, u
3aKkaH4MBas kHuramu, pororpaddusaMu, KWHOPUNBEMAMU U My3bIKanbsHbIMWU NPOM3BEAEHNUAMMU.

ABTOpCKME npaBa - 3TO NpaBa Ha WHTEMNEKTyamnbHyl0 COOCTBEHHOCTb Ha MPOU3BEAEHUSA HayKM,
nuTepaTypel M WUCKycCTBa. ABTOPCKME npaBa BbICTYNAT B KA4yecTBE rapaHtuM TOro, 4TO
WHTENMNEKTYanbHbIN/TBOPYECKUI TPYA aBTopa He OyAeT HanpacHbIM, AACT eéMy CNpaBeanMBbIE BO3MOXHOCTU
3apaboTaTb Ha pesynbTatax CBOEro Tpyda, NoMyyYuTb M3BECTHOCTL U NpusHaHue. Hukto 6e3 paspelueHus
aBTOpa HE MOXET BOCMPOM3BOAUTL €r0 MPOU3BEAEHUE, PACMPOCTPaHATb, NyONUYHO AEMOHCTPUPOBATD,
npoAasartb, MMNOPTUPOBATb, NycKaTb B NPOKAT, NyONMYHO UCMOMHATL, NOKA3bIBATL/MCNONHATE B 9OMUPE UK
pasmeLlaTb B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro” nporpaMMHOro obecnevyeHua MOXET NPUBECTU K MHOTUM pUcKam: OT
noTepM AaHHLIX K TBOMM akkayHTam A0 ONOKMPOBKM TBOErO YCTPOWCTBA, FA€ YCTAHOBJIEHA HeneranbHas
nporpamMma. He crouT Takke 3abbiBaTb, YTO CYLLECTBYIOT JleranbHble M GecnnaTtHble Nporpammbl, KOTOPbIE
MO>XHO HalUTW B CETU.

O noprane
CeTeBNYOK.p( - TBOW IMAaBHbIM COBETYUK B CETU. 34€Cb Thl MOXELLb Yy3HATL 0 6E30MacHOCTU B CETU

MOHSATHBIM W AOCTYMHbIM SI3bIKOM, @ NMPU BO3HUKHOBEHUM KPUTUYECKON CUTyauun oBpaTuTbCs 3a COBETOM. A
TaKKe NPUHATbL yY4aCTMe B KOHKYPCAX U CTaTb CaMbiM LMGPOBLIM FpaXKgaHUHOM!



